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INTRODUCTION


When developing our audit plan, the KCTCS Office of Audit Services employs the philosophy that most people take pride in their work and want to do the right thing, but just need to know what is expected of them.   They need to have the information and tools available to allow them to successfully carry out their responsibilities. In this case, the auditor’s approach is to examine areas of high risk and focus on ways these risks can be most effectively and efficiently mitigated.

Through the process of conducting audits throughout the System, collaborating with colleagues throughout higher education, and numerous continuing education opportunities, we have compiled perspectives and observations of “best practices” in handling many of the areas of risk that most colleges encounter.  NOTE:  This is NOT a policies and procedures manual.  KCTCS Business Procedures and other policy manuals already set forth many valuable policies and procedures which outline business rules.  Our goal with this document is not to set rules as the aforementioned procedure and policy manuals.  Instead, its purpose is to compile our observations and recommendations on best practices in managing business risks to enhance our systems of internal control.  By establishing solid risk mitigation procedures and strong systems of internal control, faculty and staff are then free to advance their units’ missions towards achieving their strategic goals.

This will be a living document and will be updated as circumstances dictate.  Thus, we encourage visits to our web site (see http://www.kctcs.edu/employee/internalaudit/) to check for updates and revisions.  We also hope this will further establish two-way communication between the colleges and the auditors, which will be a key factor in attaining our goals for risk mitigation.  We welcome questions and feedback regarding the information contained herein, particularly comments regarding how this may be more useful.

We would also like to express our appreciation to the Office of the Vice President of Finance for support on this document, as well as to all those at the colleges who have and will provide input and feedback.  It demonstrates a commitment to ensuring our business processes and procedures meet the high standards for which KCTCS is known.









KCTCS Office of Audit Services









Glenn Paige, Director









Brian Higgs, Auditor
overview of internal controls

what are internal controls?
Internal controls are processes, effected by the KCTCS Board of Regents, management and other personnel, designed to provide reasonable assurance regarding the achievement of objective in the following categories:

· Effectiveness and efficiency of operations.

· Reliability of financial reporting.

· Compliance with applicable laws and regulations.

what are the components of internal controls?


· Control Environment – Individual attributes, including integrity, ethical values, and competence that characterize the people in an organization.
· Risk Assessment – Mechanisms established to identify, analyze, and manage risks related to the various activities in which an entity is engaged.
· Control Activities – Carrying out of policies and procedures established by management to help ensure that objectives are achieved.  Activities would include segregation of duties, approval processes, authorizations, verifications, reconciliations, review of operating performance, and security of assets.

· Information and Communication – Pertinent information must be identified, captured, and communicated in a form and timeframe that enables an entity’s people to conduct, manage, and control its operations.  It is important that the information and communication flows up and down the organizational structure as well as across departments and divisions.

· Monitoring – Due to constantly changing conditions, it is essential to monitor the quality of internal controls so that proper changes and updates can be effected in a timely manner.  This can be accomplished in an ongoing manner through daily management and supervisory activities.  Also, management and/or the Office of Audit Services may undertake separate monitoring activities.
who is responsible for internal controls?

NOT the Office of Audit Services.  We play a significant role in monitoring and evaluating as well as providing consultation and advice on internal controls.  However, the President and members of Senior Management are ultimately responsible for internal controls.  Also, Department Heads and Senior Managers are responsible for internal control policies and procedures specific to their unit or department.  To a certain degree, every employee plays a part in internal controls.  All KCTCS employees are responsible for complying with internal and external policies and regulations as well as communicating upward any problems that may be noted in operations.
summary

It should be noted that no system of internal controls is expected to eliminate all risks.  Also, a strong system of internal controls does not ensure that the department’s objectives will be met.  Thus, the term “reasonable assurance” as noted in the definition of internal controls located in the first paragraph of this overview.  However, it forms a solid foundation in helping a department get where it wants to go, avoiding pitfalls and surprises along the way.    
areas of general risk

policies and procedures

Description of Risk:  If policies and procedures are not clear and comprehensive and effectively communicated, there is risk that decisions made and actions taken might not be in accordance with KCTCS policies, and/or state and federal laws.
Criteria:  It is a good business practice to have available policies and procedures to guide actions of the unit.  

(see http://www.kctcs.edu/businessservices/BusProcedures.htm)

Also, many of the KCTCS policies and procedures are driven by law.
Auditor’s Overview:  The purpose of reviewing this area is to determine how KCTCS policies and procedures, and/or internally developed (college) procedures, are used to guide the actions of the college.
Best Practices:

1. Don’t reinvent the wheel.  If a policy already exists at KCTCS, adhere to it.  If you have circumstances that are unique to your college, or if you feel the KCTCS policy is not 100% clear, first discuss this matter with appropriate System Office personnel for clarification.  Upon approval from such System Office personnel, the issue may be addressed in an internal policy and procedure. 
2. All staff members should submit a clearly written description of all job duties.  Individual job descriptions save time and grief during periods of unexpected absence of any employee.  Cross-training would also achieve this best practice.
3. Written policies and procedures increase efficiency, reduce errors, and make training of new personnel faster and easier.
Areas of Financial Risk

Accuracy of Financial Records
Description of Risk: If errors are made in official KCTCS financial records and go undetected, KCTCS could be exposed to legal risk and adverse publicity.

Criteria: KCTCS Board of Regents Policy 5.0 endorses the financial management of KCTCS as authorized by KRS 164A.550 – 164A.630.  KRS 164A.560 requires an accrual basis accounting system conforming with generally accepted accounting principles and procedures established for college and universities by the National Association of College and University Business Officers and the American Institute of Certified Public Accountants.  Based on this and other pertinent instructions, KCTCS has developed policies and procedures designed to record its financial activities so as to identify allotted funds.  Each college business officer, in conjunction with KCTCS System Office Accounting Department, is responsible for seeing that the entire college’s accounting activities are recorded in the general ledger. Good business practices suggest that college department/division heads are responsible for ensuring that their budget reports reasonably stated and free of error that could potentially cause legal liability and negative publicity at the Institute.

Auditor’s Overview: College departments/divisions must be aware of the general ledger where their budgets, revenues, expenditures, and other accounting data are recorded. Many employees, both in and outside the college business office, will be recording information relating to these projects. Nevertheless, it is the college business office’s responsibility to review these records periodically.  The department/division head working closely with the college business office should verify that differences and discrepancies have been identified, reported, and corrected so that records accurately show the financial condition of the college.

Best Practices:

1. Designate an individual with the responsibility of identifying department/division accounts.
2. Develop and document internal policies and procedures.
3. Ensure that segregation of duties exists.
4. Reconcile unit accounts.
5. Supervise employees.

Process

Responsibility, Delegation, and Communication

The department head has the ultimate responsibility of ensuring the accuracy of all departmental account balances. Delegating the oversight for this activity does not relieve the unit head of the responsibility for the accuracy and reliability of the unit’s financial records. The first basic step is for the individual delegated the oversight for this activity to have a reasonable understanding of how KCTCS, sponsored, state, and other applicable policies and procedures affect the department’s operation.  The second step is for this individual to work closely with the college business office to ensure compliance with KCTCS Business Procedures.

The college business officer is responsible for preparing any additional internal policies and procedures needed to satisfy all the criteria required by these entities. As a part of developing internal policies and procedures, the business office should ensure that a complete listing of project numbers is identified and validated; ensure appropriate training of personnel to accomplish objectives; and make the necessary adjustments and management decisions to temporarily change or alter policy and procedures, such as might be needed when hiring new, untrained employees. Finally, the college business officer will generally enforce policy and procedure adherence among all involved employees.
The number of projects and their level of complexity often dictate how many employees are assigned responsibility for assuring the accuracy of the college’s financial records. In larger colleges, this responsibility may well be separated into sponsored projects, capital projects, and other projects. Further, there may be duplicate responsibilities shared by multiple departments. For example, principal investigators generally are responsible for the integrity of their sponsored projects, but colleges will typically have a separate business employee monitoring all sponsored project accounting. 
Internal Policies and Procedures

Policies and procedures to reasonably ensure the reliability and accuracy of a department’s financial records must be an integral part of overall college financial activity policies and procedures. The level of detail and complexity will vary based on the number of employees involved in recording project activity, the number of projects, the sources and amount of funding, and external assistance or influences directly affecting activities. These policies should provide references to KCTCS policies at a minimum. These procedures should inform personnel of their responsibilities, the responsibilities of other employees, the general timing of events, how errors and corrections will be addressed, and when they will be expected to have completed their assigned duties.
Separation of Duties

Ideally, college personnel charged with verifying the reliability of department accounting records should not have the ability to post transactions to those accounts. Other compensating controls must be in place if this condition is present. For example, in the previous example of sponsored projects, since the principal investigator (PI) has access (and responsibility) for directing the financial activities posted to his/her project, another employee, with no ability to initiate any project activity, should be reviewing the project’s activity on a regular basis.
Related Issues

1. Foundation Accounts: Each college with an Independent Foundation will maintain accounting records that do not go through, or are not covered by, KCTCS rules.  As a result, expenditures will be paid directly by the Foundation and not be recorded in the college’s account. In this situation, the Foundation has the responsibility for ensuring the accuracy and reliability of its non-KCTCS accounting records; therefore, we strongly advise that the Foundation adopt the same, or similar, standards as presented above.

Record Retention: Most original source documents, which support the accounting information in the department’s general ledger, are still the responsibility of the KCTCS System Office.  College business officers, however, are responsible for original records pertaining to procurement card purchases and travel reimbursements.  College business officers should include information in their internal policies that inform staff members of the applicable record retention rules and regulations.

cash

Description of Risk:  Cash is the most liquid asset and the most susceptible to loss if not properly controlled.

Criteria:  KCTCS Business Procedures 3.5, 3.6, 3.7, and 3.12 cover the rules and regulations for cash handling and related processes and procedures.

(see http://www.kctcs.edu/businessservices/BusProcedures.htm)
Auditor’s Overview:  The Business Office is the unit primarily responsible for collecting and depositing all college cash, checks, credit card receipts, and wire transfers.  Due to certain operations, there are auxiliary locations that collect and deposit cash as part of their normal duties.  However, situations where faculty and/or other academic units collect cash should be non-existent or kept at a strict minimum and only upon approval from the College President/District CEO and/or Chief Business Affairs Officer.  All locations responsible for collecting cash should ensure timely deposits, safeguarding of cash prior to deposit, and proper segregation of duties in the cash handling process.  Also any checks sent through the mail should be made to the attention of the Business Office.  Any cash or checks received in the mail should be forwarded to the Business Office for deposit in a timely manner.

Best Practices:  

1. A review should be conducted annually to determine the nature and extent of the college’s cash handling activities.
2. Assign one person the responsibility and authority (normally Chief Business Officer) of administering college’s cash collection procedures.
3. Prepare and document internal controls over this function, administering to all personnel responsible for cash handling.  A signature should be obtained from all applicable personnel as documentation of receipt and understanding of these controls and procedures.
4. Ensure that proper segregation of duties exists in the cash handling procedures.  NOTE:  This should be set forth in the internal controls mentioned in #3 above.
5. Deposit all cash in a timely manner.  As a rule, a deposit should be made daily when at least $250 in cash and/or checks has been received.  NOTE:  All auxiliary cash collection points should adhere to this as well, thus remitting cash collected at their site to the Business Office for processing and deposit in a timely manner.
6. Ensure that all cash is properly safeguarded from the time of receipt until the time of deposit, however long that may be.
7. Regular reconciliation should be performed on a monthly basis.  These monthly reconciliations should be reviewed by someone other than the preparer, namely the Chief Business Officer.  NOTE:  The practice of monthly reconciliation is required by System Office as a part of normal business operations. 
Process

Annual Review:  Annually, all colleges should determine how cash is coming into the college and why.  (i.e. What types of funds are we collecting and what methods are being used?)  All units within the college may possibly receive cash, even if delivered by mail in error.   An annual review should identify all sources of funds so that management can determine if current processes and procedures to control these funds are reasonable and necessary.  This is also the time to remind personnel of their responsibilities for cash handling, introducing any new procedures and providing any refreshers that may be deemed necessary.

Delegation and Authority:  One person in the college, normally the Chief Business Officer, should be assigned oversight responsibility for this activity. That person will be responsible for ensuring that internal unit processes for cash handling are in compliance with KCTCS policies and procedures, support staff are properly trained (including proper cross-training), cash is properly safeguarded until deposited, and that internal detail records are regularly reconciled.  The oversight individual should ensure that separation of duties is imbedded in this process.  This means that a person who actually handles cash and checks, or issues invoices, should not have the ability to enter data into the corresponding college accounts, or have any reconciling duties.  NOTE:  In the event that proper segregation of duties cannot be attained, strong compensating controls need to be in place.  These compensating controls should also have approval from the College President/District CEO as well as KCTCS System Director of Business Services.

Cash Handling Procedures:  Accountability in cash collection processes is paramount.  It is a disservice to employees when a college’s poor processes make them suspect for theft or shortages by others.  Each college is responsible for the funds it receives for KCTCS.  Cash receipts must be officially recorded using the cashiering function in PeopleSoft when applicable (i.e. payments on student accounts), and official pre-numbered receipt books (in duplicate) for all non-tuition payments at auxiliary cash collection points (i.e. transcript requests, library fines, etc.).  All checks in payment of amounts due must be made payable to the respective college and immediately stamped For Deposit Only to KCTCS.  All applicable personnel should make certain that proper safekeeping facilities are available and that proper safeguards are taken to protect college funds until they are appropriately remitted to the Business Office or as otherwise designated.  This may be accomplished by such means as a fireproof safe, a locked desk drawer, or other locked device. The monetary cost should be a consideration when choosing the actual locking device. Further, more than one member of the unit should have access to the device in the event that the primary person responsible is absent.  However, employees with access to these locked devices should be kept at a minimum.  Funds accepted by any unit within the college exceeding $250 should be remitted to the Business Office by the next business day.  Following these policies reduces the risk of loss and ensures accurate college financial records.  For specific guidelines regarding cash handling requirements, refer to KCTCS Business Procedures, Sections 3.5, 3.6, 3.7, and 3.12. 
(see http://www.kctcs.edu/businessservices/BusProcedures.htm)

tuition income

Description of Risk:  Improper revenue reporting could result from inaccurate assessment of tuition, which could be immaterial individually but material for the System as a whole.

Criteria:  KCTCS Business Procedures, Section 7 contains descriptions of various types of tuition and fees assessed to students, as well as policies and procedures related to processing and recording of these fees.  

(see http://www.kctcs.edu/businessservices/BusProcedures.htm)

Also, per credit hour tuition amounts are listed in the KCTCS Catalog and updated annually, or at the discretion of the Board of Regents.

(see http://www.kctcs.edu/catalog/index.cfm?action=display&cs_id=4)

Auditor’s Overview:  The purpose of reviewing this area is to ensure that college/district units have in place a system that ensures the accuracy of reported tuition revenue.
Best Practices:

1. Communicate guidelines for assessing and reporting tuition revenue for all types of students (i.e. traditional, out-of-state, business & industry, etc.) to all applicable employees.
2. Designate an individual within the Business Office the responsibility of reconciling reported tuition amounts with PeopleSoft student records and college cash receipts records to ensure accuracy.
3. Review tuition amounts at least monthly to ensure proper assessment of out-of-state rates, or for students who live in areas that would be considered contiguous.
4. Maintain documentation to support any and all reported tuition amounts.
Process

Tuition Assessment:  The Chief Business Officer should ensure that all applicable employees understand their responsibilities regarding tuition assessment. This may be accomplished by distributing and reviewing on a regular basis policies set forth in the KCTCS Business Procedure, Section 7, relating to types of tuition and fees assessed as well as procedures for recording such fees. We review tuition and fees assessment and reporting policies and procedures for several areas: how tuition is assessed and reported, and documentation of assessed tuition with subsequent collection in student records.   
Related Issue

Tuition Waivers:  All tuition waivers, both state mandated and institutionally sponsored, are to be supported by appropriate documentation and reported in the proper term.

Travel
Description of Risk: That travelers may request and be reimbursed for travel costs that either exceed allowable limits or are of a personal nature.  Reimbursements of this type are a violation of state law and could result in financial loss for KCTCS and generate negative publicity.
Criteria: KCTCS Business Procedures Manual, Sections 8.1 and 8.4 set forth the guidelines to be used when a person travels on official KCTCS business. (http://www.kctcs.edu/businessservices/BusPro/8.1 ) 
Fundamental criteria include:

· Prior authorization to travel must be obtained.

· Travelers are entitled to reimbursement for reasonable, necessary, and allowable expenses incurred. Additional expenses incurred for personal preferences or conveniences are the responsibility of the employee.
· Travelers shall state on the travel voucher the purpose of each trip; maintain records and receipts to support the reimbursement claim; and provide sufficient personal funds to defray their travel expense.
· A KCTCS Travel Voucher Form (BA3, BA3a, BA3b) with original receipts for item greater than $20, must be submitted to the local Business Office as the basis of reimbursement for travel costs incurred.  All KCTCS travel forms are available at http://www.kctcs.edu/businessservices/FORMS . 

Everyone should familiarize him/herself with this policy in advance of travel in order to avoid miscommunications regarding funds available.  Each approving authority shall be responsible for ensuring that travel reimbursement conforms to the provisions of this procedure and that all travel expenses are as economical as reasonably feasible.
Auditor’s Overview: The purpose of reviewing this area is to ensure that each college has an organized approach for authorizing travel and reimbursing only those expenses that are allowable according to KCTCS policy and state law.
Best Practices:
1. The department head authorizes all travel for the employees of the department in advance of travel or delegates, in writing, the authority to authorize travel to the individual having budget authority for the budget being charged.
2. The department head’s immediate supervisor or the supervisor’s designated representative is responsible for authorizing travel made by the department head.
3. The department head communicates the importance of this issue to the entire department, enlisting their full cooperation in this matter.
4. An individual within the local college Business Services department is designated as the Travel Auditor and assigned responsibility for coordinating the tracking of travel approvals and expense reimbursements and reviewing each travel voucher for clerical accuracy, compliance with KCTCS policies and procedures, and sufficiency of supporting documentation. This individual must receive the full support of every department head for enforcing KCTCS policies and procedures regarding allowable reimbursements.
5. The original travel voucher with the original receipts and supporting documentation attached must be typed or legibly printed in ink and sent to the college Travel Auditor within 30 days of returning to work.
6. All documentation is reviewed thoroughly for errors, approvals and compliance with KCTCS policies and procedures prior to being forwarded to System Office for reimbursement.
Process
Travel Approval

Ensure that everyone at the college understands that all travel must be approved by the department head or other designated individual prior to the travel.  The department head should set the example by having his/her travel approved by the next level of management.
Delegation and Authority

The Dean of Business Services must select one or more persons within Business Services who can be trusted to exercise the care and attention necessary to accomplish a reliable system for tracking and controlling travel documentation. This person functions as the college Travel Auditor and must be given both the responsibility AND the authority to see that the job gets done, from travel authority approval to expense reimbursements. 

· Formalize your own approach for completing these procedures. Write down specific steps that you want your staff to follow to ensure accurate and timely handling and recording of travel vouchers.

· Double-check to ensure that all travel vouchers are properly completed. “Properly completed” means that the travel voucher is mechanically accurate (everything adds up), supported by original documentation, and contains no personal or unallowable expenses.

· Compare the travel voucher to the travel approval form. Is the purpose stated for the trip the same on both documents? Are the travel dates in agreement on both documents?

· Expedite these procedures as much as possible. Staff and faculty will be more cooperative if they realize that good procedures won’t delay reimbursement.

· Keep a copy of the authorized travel approval form on file in the unit in the event that someone questions the validity of the travel.
Communication

Everyone should understand that responsible travel practices ensure compliance with policies and regulations, promote the most economical use of state and sponsored funds, and reinforce public confidence in faculty and staff as responsible professionals. This communication may be accomplished via e-mail, memo, meeting topics, and/or one-on-one conversations.
Disseminate Policies and Procedures

It is imperative that employees understand their responsibility for compliance with KCTCS Business Procedures related to travel.  Each college should provide faculty and staff training at least yearly and encourage employees to familiarize themselves with KCTCS Business Procedures Manual, Section 8.1 and 8.4 which is located online at: http://www.kctcs.edu/businessservices/BusProcedures.htm. 
capital assets and equipment
Description of Risk: Failure to properly account for capital assets could result in the loss of equipment, adverse publicity, potential loss of overhead recovery, and/or a misstatement of the value of capital assets on KCTCS records.
Criteria: The State of Kentucky requires KCTCS to be accountable for all equipment under its control.  KCTCS policy requires the maintenance of a capital asset perpetual inventory to achieve accurate financial reporting, to provide the basis for suitable insurance coverage, and to assist departments in accountability for their equipment. See KCTCS Business Procedure 2.2, Annual Physical Asset Inventory, and 2.9, Property Inventory Control, at:  http://www.kctcs.edu/businessservices/BusProcedures.htm 
Auditor’s Overview: The purpose of reviewing this area is to ensure that colleges are engaging in true perpetual inventory practices. The perpetual inventory practice ensures the continual tracking of additions, deletions, and movement of equipment on a regular basis. Also, physical inventory counts must be conducted at least annually and their results used to adjust the inventory record.
Best Practices:

1. Empower one person with the responsibility and authority to oversee this process.

2. Communicate the importance of this issue to the entire college including faculty, enlisting their full cooperation in this matter.

3. Develop and document internal capital asset procedures.

4. Ensure that equipment entries are properly coded.

5. Ensure that equipment is tagged in an accurate and timely fashion.

6. In moving the asset from one location to another, information regarding the move must be properly recorded and timely reported.

7. In performing a physical inventory, information regarding the physical inventory must be properly recorded and timely reported as a means of adjusting inventory records.

8. Remember, capital asset control is much easier, faster, and more accurate if you view it as an ongoing process rather than allowing it to accumulate.

Process

Responsibility and Delegation

The first basic step is for the college to select one person who can be trusted to exercise the care and attention needed to accomplish a reliable inventory control. This person is then given both the responsibility AND the authority to see that the job gets done, from acquisition and tagging to disposal.  The person assigned capital assets responsibility should do the following:

· Familiarize him/herself with the policies and procedures contained on the KCTCS website.
· Formalize an approach for implementing these procedures.  Write down specific steps that staff should follow to ensure accurate and timely handling and recording of asset transactions.

· Work with the college purchasing officer and the KCTCS System Purchasing Officer to ensure that all purchase requisitions are properly completed.  Accurate information up front may save headaches later.
· Ensure that assets are properly controlled up front.
· When the asset arrives, be sure that the packing slip information matches the purchase request information; and check the actual asset to make sure it matches both. 

Communication

Everyone in the college must understand that accurate and timely inventory practices continue throughout the year and are everyone’s responsibility. The department/division head communicates this by e-mail, memo, meeting topics, and/or one-on-one conversations. Be sure to notify all personnel about internally developed policies and procedures.
Ensure Accuracy of Information

Always check and double-check the information that will be input to establish the new equipment on the KCTCS asset records. Inaccurate inventories are inevitable if the unit does not begin the process with the correct information.

Equipment Transfer

Occasionally it will be necessary to move a piece of equipment.  When this occurs, the college inventory officer must be notified of the equipment transfer so that they may update the items’ location in PeopleSoft.  Sufficient training should be conducted with the faculty and staff to ensure that all employees are aware of this requirement.  This information flow helps keep annual inventory records accurate.

Off-Campus Equipment Tracking

It is understood that it is necessary to take KCTCS equipment, including computer equipment, off campus for work related use.  No KCTCS equipment is to be utilized off-site without the expressed written consent of the college CEO or designee.  When it becomes necessary to take college equipment off campus for business purposes, keep in mind the following points:

· No KCTCS equipment shall be removed from KCTCS property for personal use or benefit.

· Each college will maintain a record of all equipment that is being utilized by employees off campus.
· This record must be available for inspection by property management coordinators from KCTCS Facilities Management for inventory purposes.
· Contact the Insurance Coordinator in the Office of Facilities Management to schedule this equipment for insurance coverage.  Remember, if a piece of equipment is at home and there record of its off-site use, the equipment is not insured under KCTCS’s policy.  Any loss may be borne by the college or the individual using the equipment.

Inventory System

Assets and inventory are a major component of KCTCS financial resources.  Assets are identified as equipment valued at $5,000 and over, inventory items have a value of $1,000 to $4,999, and high-risk items a value of $500 to $999.  Assets classified as Sculptures/Collections are considered non-depreciable and must be entered in account 14575.   In order to provide accountability and due diligence and ensure that the correct value is recorded; all KCTCS assets must be inventoried on an annual basis.  

There will be two separate inventories, one of capital assets and one of equipment inventory items.  The System Office of Facilities Management, Division of Property Management, is assigned the responsibility to conduct the annual inventory of System Office assets.  Each college (college business officer) is assigned the responsibility to conduct the annual inventory of capital assets and equipment inventory located at all campuses.
Here are some tips to help things go more smoothly:

· Familiarize yourself with KCTCS Policies.
· Establish a contact person.
· Run an inventory report for each department.
· After conducting the physical inventory, investigate the variances, if any.
· Is an item simply missing? Ask another individual to check for the item. A fresh pair of eyes may pick up things that someone else missed. If it cannot be located after two consecutive inventories, contact the Office of Facilities Management, Division of Property Management to determine what steps to take.

· Does the item appear to have been stolen? Report this to the chair or department head, the college business officer and also to KCTCS System Office Division of Property Management.
· In researching and resolving variances, the first step is to double-check your original counts. It may be useful to have someone who did not count the item originally perform the second count.
· Report results to System Office Division of Property Management so that records can be adjusted.
Disposition of Inventory Items
Deleting property from the Asset Management System is the responsibility of the Property Management Division of KCTCS Facilities Management.  When personal property no longer has a useful life, is damaged beyond repair, or is surplus to the college’s needs, discarding property may occur by several methods:

· Intra-college or inter-college transfer.

· Use of the property as a trade in the procurement of assets.

· Transfer to an entity of government within the Commonwealth at a price determined by KCTCS.

· Sale to the general public using either the sealed bid or auction method of sale.  See KCTCS Business Procedure 2.12, Public Auction and Sealed Bids at: http://www.kctcs.edu/businessservices/BusProcedures.htm  
· Disposal is permitted in accordance with applicable state and federal waste management laws and regulations if property is not suitable for transfer, trade, or sale.

The college inventory officer must notify the System Office of all dispositions.  
Procurement
Description of Risk: If colleges do not follow good purchasing practices, they may violate state laws, rules, or regulations, and expend funds in an uneconomical manner.

Criteria: The System Purchasing Department, under the direction of the System Vice President for Finance, is solely responsible for the procurement of all materials, supplies, equipment, and services required by the Kentucky Community and Technical College System. This responsibility includes, but is not limited to, the following:

A. Establishing all purchase contracts, except rental, lease or  purchase of real property, or Facilities Management contracts (architects, construction, etc.) entered into on behalf KCTCS for all supplies, materials equipment, and services (These include, but are not restricted to, equipment, supplies, printing, surveys, and consultant services.)

B. Assuring that all purchases made are properly authorized and result in proper quality goods or services being delivered to the designated location, at the right time, in the right quantity, and at the best possible cost.
C. Coordinating and communicating with each college’s Central Receiving Department entrusted with the responsibility of receiving, checking, and redelivering supplies, equipment, and materials ordered for the campus that are not shipped directly from the vendor to the department requisitioning the order (This unit also controls the return of merchandise as necessary.)  
Purchases for KCTCS are made within the framework of the Commonwealth of Kentucky Statues.  Statutory authority governing procurement and contracting is established by KRS Chapter 45 and 45A, (The Kentucky Model Procurement Code), 57, 164A and KAR Title 739.  For additional guidance see:

· KCTCS Business Procedure 4.1, Purchasing Authority

· KCTCS Business Procedure 4.2, Procurement Card

· KCTCS Business Procedure 4.3, Requisitioning

· KCTCS Business Procedure, 3.2, Check Requests
· KCTCS Business Procedure 3.6, Petty Cash
http://www.kctcs.edu/businessservices/BusProcedures.htm#Purchasing 
· KCTCS Procurement Card Program Supervisor Guide,

http://www.kctcs.edu/businessservices/purchasing/KCTCS%20JPMC%20Procurement%20Card%20Supervisor%20Guide.pdf 
· KCTCS Procurement Card Program Cardholders Guide, http://www.kctcs.edu/businessservices/purchasing/REVISED%20KCTCS%20JPMC%20Procurement%20Card%20Cardholder%20Guide-Draft.pdf 

Auditor’s Overview: The importance of this subject is to ensure that colleges understand and follow the appropriate procurement procedures. The types of procurement that may be done at the college level are: 1) Procurement Card; 2) Purchase Order; 3) confirming requisition; 4) petty cash, and 5) check requests. The determining factors in which procurement procedures are necessary are based upon dollar amount of purchase and/or type of purchase.

Best Practices:

1. Gain a working knowledge of procurement policies and procedures.
2. Attend procurement training.
3. Develop internal policies and procedures on procurement and disseminate them.
4. Assign one person as the college ProCard site coordinator with the responsibility and authority to oversee this process.
5. Assign one person as the college’s central authority for handling check requests, invoices and purchase orders.
6. Assign one person as the college’s petty cash fund custodian.
7. Ensure that petty cash is adequately secured and subject to proper supervisory oversight

8. Retain all appropriate supporting documentation to validate the authenticity of every transaction and to make it available for audit and/or review if requested.

Process
Delegate and Communicate

The department/division head should designate an individual within the department/division as the departmental procurement coordinator, responsible for the overall process, a ProCard cardholder, and a petty cash custodian; and then communicate this decision to the entire department/division.  This individual will work closely with the college Business Office to ensure timely receipt of information, compliance with KCTCS policies and procedures and state rules and regulations. 

Delegation of this authority does not relieve the department/division head of ultimate responsibility for this activity. He or she should develop managerial assurance that the unit is in compliance with internal and KCTCS policies and procedures. This may be accomplished by working closely with the college Business Office to establish a feedback mechanism so that regular reports are directed to the department/division head on a periodic basis. 
Petty cash funds should be kept to a minimum.  Each department/division should examine the purpose of the petty cash fund annually.  The examination should answer such questions as:

Why do we have petty cash? Could we accomplish the same thing using the ProCard system? Are the funds properly secured? Is the dollar amount of the fund too high or too low? Who is handling the fund? Should this responsibility be rotated?  
All procurement activity should be reconciled to the accounts payable information for the department/division.

In addition to training given to first time card holders, training for all ProCard holders should be conducted by the college Site Coordinator at least annually or more often if necessary. 
AFFILIATED ENTITIES – FOUNDATION FUNDS

Description of Risk: Primary risks include using Foundation funds for purposes not intended by the donor or that violate KCTCS or Foundation policies, breach of donor confidentiality, and failure to college pledges. Serious violations at the college level can result in reduced college funding and personnel actions, possibly leading to criminal and civil penalties. Beyond the college, serious violations can damage the reputation of both KCTCS and the KCTCS Foundation as well as impair our joint, future fund-raising efforts.

Criteria: All private gifts must be approved by the college Development officer to ensure that the gift being solicited is consistent with the needs of the college, and the conditions of the gift are within the scope of activities that may be properly supported by the college.  While KCTCS will accept gifts made directly to the System, donors will be requested to make gifts to the KCTCS Foundation, Inc., as the recognized fund-raising arm of KCTCS, unless there are unique circumstances that make a direct gift to KCTCS necessary or more appropriate.  Further, all funds must be expended in accordance with the restrictions or intent of the donor and with KCTCS policies and procedures.
Auditor’s Overview: The availability of external funds to finance college activities is a welcomed benefit, but there are rules and conditions that come with these funds.  Each college should exercise reasonable and prudent care in the acceptance, allocation, and use of private, non-sponsored Foundation funds.
Best Practices:

1. Work with the KCTCS Office of Institutional Advancement on ways to maximize gifts to the college.

2. Evaluate this area on an annual basis and decide what level of effort should be expended on this activity.

3. Document the assignment of responsibility and authority to administer the college’s Foundation activities.

4. All requests for disbursement should be reviewed by the college’s business office.

5. Foundation account activity, and activity in any matching college accounts, should be reconciled to internal supporting documents.

Process
Development Officer

All colleges have a development officer who is responsible for soliciting gifts for the general benefit of the college.  This person works solely for, and is paid by, the college.  
Each department/division should foster a close working relationship with the college development officer which may provide the opportunity to increase the Foundation funds available to the department/division. This may occur simply by informing the development officer of your needs, or by relaying relevant ideas or tips on possible donors. At a minimum, a development officer can offer insights to department/division chairs and faculty on how they may recognize opportunities for soliciting grants and gifts when performing their regular duties. For specific information and further guidance, contact the System Development Office. 
Unit Effort
Department/division heads may have several responsibilities in this area, including deciding the level of effort needed for this function, informing faculty and staff of possibilities and benefits of having Foundation funds available, budgeting and appropriate use of funds, and putting in place proper administrative controls. Annually, the department/division head should plan for the level of effort that will be devoted to soliciting grants and gifts. For academic divisions, the division chair may assume significant development responsibility. (Note: Many schools enlist the aid of emeritus professors and successful alumni for this planning.) As a part of the annual budgeting process, department/division heads should make sure that anticipated Foundation funding is included. This process should document the department/division head’s approval for accumulating otherwise available Foundation funds for planned, future purposes.

Delegation and Authority

Ideally, one person should be assigned the responsibility and authority to coordinate the functions of these individuals. The college should be mindful that appropriate separation of duties should be practiced in the handling of these accounts. There are two minimum accounting responsibilities colleges should perform in administering their Foundation accounts:

· Procedures should be established so that all expenditures are processed through the college’s business officer. This will ensure that disbursements are reviewed for compliance with the donor’s intent and applicable policy restrictions.

· Monthly Foundation account reports should be reviewed for reasonableness and accuracy. It is highly recommended that the accounts be reconciled to their matching KCTCS account, if appropriate. If the same employee who processes disbursements is made responsible for this reconciliation, then reasonable compensating internal controls should be established to counter this processing weakness.

Managing Funds

Good business practices and stewardship over these funds call for colleges to include this aspect in administering their Foundation funds.  As a result, we recommend that colleges develop a reasonable tracking system that provides feedback to the department/division head and describes the remaining fund balances and deadlines for usage.
Related Issues

Employee Gifts: KCTCS employees are not permitted to accept gifts for personal use from third parties who conduct business with either KCTCS or the Board of Regents.
Grants and Contracts/Gift: KCTCS grants and contracts are administered by the KCTCS Sponsored Projects Accounting Office.  The Foundation handles gifts.  Colleges can determine the difference between these by referring to KCTCS Business Procedure 3.9, Sponsored Projects Accounting for Grants and Contracts.
Scholarships: Sometimes donors will designate their gifts as scholarship available only to students whom a particular college or school deems qualified. In these cases, although Student Financial Aid will make the actual disbursement from the account, the college will designate who will receive the scholarship.  Generally, the department/division head will assign this responsibility to a faculty member. The college Development Officer will need to work with this faculty member to ensure that the Foundation account is properly administered. 
OTHER AREAS OF FINANCIAL RISK

VENDING CONTRACTS

Description of Risk:  Failure to properly monitor vending activities could result in underpayments of commission fees to colleges or possible legal actions due to non-compliance with contract terms.

Criteria:  Each college enters into its own contracts for vending services with companies with assistance from System Office Purchasing Department regarding the awarding of bid contracts.  Thus, the criteria for vending services are based upon terms set forth in the contracts at each respective college.

Auditors Overview:  We review vending services to ensure that all contracts have been awarded through proper procedures and that both parties have complied with terms of the contract.  Terms reviewed would include, but not be limited to:  commission percentages, timing of commission payments, provision of insurance, and products provided for sale.

Best Practices:
1. Work closely with System Office Purchasing Department in securing bids for vending contracts and subsequent award of such contracts.

2. Periodically review contract amendments to ensure consistent compliance with all terms.

3. Re-calculate commission payments to ensure proper payment.

4. For colleges that provide their own vending services, develop proper internal controls to ensure safeguarding of applicable assets.

AGENCY ACCOUNTS

Description of Risk:  Failure to properly monitor agency accounts and/or student organization accounts could result in improper uses of college funds and non-compliance with KCTCS policies and procedures.

Criteria:  KCTCS Business Procedures, Sections 7.11 and 7.12 set forth guidelines regarding affiliated and non-affiliated student organizations.  

see(http://www.kctcs.edu/businessservices/BusProcedures.htm)

Auditor’s Overview:  We review this area to determine if there are any agency accounts or student organization accounts in use by the college.  If so, we review activities within the accounts to ensure that no college funds are being used in a manner which they were not intended or that do not comply with KCTCS policies and procedures, and that there is proper reporting of account activities to appropriate college officials.

Best Practices:

1. Periodically review all accounts to determine if they are agency accounts, or student organization accounts.

2. Require a reporting of pertinent information (including organization, employee identification number, bank account information, purpose of account, etc.) to be submitted by July 31 each year to the Chief Business Affairs Officer and Chief Student Affairs Officer.

3. Review pertinent policies and procedures with college employees dealing with these accounts to ensure thorough understanding of guidelines.

KY WINS PROJECTS

Description of Risks:  Failure to properly monitor KY WINS activities and documentation could result in loss of eligibility for future projects, loss of funds for future projects, and adverse public opinion of the college’s ability to manage programs.

Criteria:  
Auditor’s Overview:  We review KY WINS projects to ensure eligibility of projects, proper application procedures and documentation, proper breakdown of funds, proper class work completion documentation, etc.

Best Practices: 

1. Designate an employee to be in charge of KY WINS projects from a record keeping and documentation standpoint.

2. An employee other than the designated “in-charge” employee mentioned in #1 should perform regular reviews of projects from an administration standpoint as well as from a documentation standpoint to ensure eligibility requirements are maintained and that all aspects of the project have been properly documented and filed in an organized manner. 
LIVE WORK PROJECTS

Description of Risk: Some risks associated with Live Work Projects include the potential for theft or loss of articles left in the shop areas, conflict of interest and perception of personal gain and misappropriation of cash receipts.
Criteria: Live work is defined as a job order using student labor which serves as a project to complete a curriculum requirement.  The project must be appropriate to the students’ academic objectives.  See KCTCS Business Procedure 7.8, Live Work Projects at: http://www.kctcs.edu/businessservices/BusProcedures.htm
Auditor’s Overview: The College Business Office is responsible for ensuring compliance with this procedure.  Colleges are not obligated to accept live work projects with specific discretion to refuse a request at the individual instructor level.  Live work projects are reviewed to ensure that the college has a plan in place to ensure educational relevance of accepted projects; to track progress of live work projects; to track payment of related fees in accordance with KCTCS cash handling procedures; and to properly dispose of surplus property resulting from live work projects.      
Best Practices:

1. The College Business Officer should provide each instructor with a copy of KCTCS Business Procedure 7.8, Live Work Projects.

2. Sufficient employee training on the policy should be conducted yearly.

3. The College Business Office should specify one individual to maintain a log of live work projects.
4. Each project must have a Live Work Project Order Form (LW1) with an assigned project number that is signed by the customer.
5. Upon completion of the project, the instructor is to forward the completed Live Work Project Order Form to the Business Office for payment collection.

6. The customer should only be allowed to pick up their property when presenting a copy of the payment receipt.

7. Live work for KCTCS personnel or live work by faculty in their own shops is strongly discouraged.

8. When property belonging to students or others used for demonstration purposes only, form LW2, Demonstration/Non-Repaired – Unsafe to Operate Property Release Form should be completed by the instructor and signed by the property owner.

9. Disposal of any surplus property created by a live work project should be coordinated with the KCTCS Office of Facilities Management, Property Management Division.
Areas of Human Resources Risk

Leave Reporting

Description of Risk:  Improper compensation could result from inaccurate vacation/sick leave record keeping, which may be immaterial individually but material for the System as a whole.
Criteria:  KCTCS Human Resource Policy Handbook Section 2.14, entitled Leave Policies, contains descriptions and policies regarding types of leave available to employees.  (see http://www.kctcs.edu/employee/humanresourcespolicies.htm)  Also, KCTCS Business Procedure 5.4, entitled Absence Record Procedures, contains policies regarding procedures for reporting leave earned and taken.  

(see http://www.kctcs.edu/businessservices/BusProcedures.htm)

Auditor’s Overview:  The purpose of reviewing this area is to ensure that college/district units have in place a system that ensures accuracy of vacation and sick leave by all applicable employees.
Best Practices:  
1. Communicate the internal leave reporting practices to college employees.

2. Designate an individual (and alternates) within the payroll department the responsibility for reporting monthly leave balances by college employees.

3. Update records at least monthly, preferably each pay period.

4. Maintain monthly leave balance supporting documentation.

5. Notify individuals who have not reported their leave balances or submitted their absence records in a timely manner.

6. Monitor timekeeping and appropriate use of time documents for hourly paid employees to ensure compliance with the Fair Labor Standards Act.
Process

Leave Reporting:  The Human Resources Director should ensure that faculty and staff understand their responsibilities regarding leave reporting.  This may be accomplished by distributing and reviewing on a regular basis policies set forth in the KCTCS Human Resources Policy Handbook, Section 2.14, as well as KCTCS Business Procedure 5.4, Absence Record Procedure.  We review internal leave reporting policies and procedures for several areas: how vacation and sick leave is processed, reporting and certification requirements, and confirming periodically with employees that leave records are correct.  NOTE:  Employees should be encouraged to check their own leave balances through the Employee Self-Service function in PeopleSoft at each pay period and report any discrepancies to their supervisor or directly to the college Human Resources Director.
Related Issue

Termination/Retirement:  When an employee resigns or retires, payments for accrued vacation leave or credit for sick leave are to be based on the official KCTCS leave balance as supported by the college’s back-up leave records.
DOCUMENTATION

Description of Risk:  Improper compensation could result from lack of proper documentation supporting wage and benefit amounts reported in PeopleSoft which could be immaterial individually, but material for the System as a whole.  Also, lack of appropriate documentation could result in management comments and/or adverse opinions during audits by internal or external auditors.  Finally, improper documentation of employees’ credentials could result in adverse accreditation issues.

Criteria:  Documentation requirements are available by contacting the KCTCS Human Resources Department at System Office.
Auditor’s Overview:  The purpose of reviewing this area is to ensure that proper documentation is present to support payroll amounts, credential reporting, and other pertinent requirements for employment.

Best Practices:

1. Ensure proper segregation of duties between Human Resources personnel and Payroll personnel.  This would include operational duties, organizational reporting requirements, and PeopleSoft user access.

2. Develop a checklist of documentation items that are required for each employee and place the checklist in the file for review and/or update as necessary.

3. Assemble files in an organized manner resulting in easier location of specific documentation.  NOTE:  A suggestion to accomplish this goal would be to separate each file into sections (i.e. Compensation, Benefits, Credentials, Evaluations, Employee Eligibility Verification, etc.).

4. Perform periodic reviews of randomly selected files, comparing actual file documentation to the checklist set for the in #1 above, to ensure that all required documentation is present and filed in an organized manner.

Areas of Legal and Regulatory Risk
CONTRACTS
Description of Risk:  KCTCS may incur unintended financial obligation, legal liability, or negative public opinion if unauthorized employees act as agents of KCTCS by contracting with third parties. Also, employees are personally liable when they unknowingly contract in the name of KCTCS.

Criteria: Few people within KCTCS are authorized to sign contracts on behalf of the System. Those authorized to sign contracts include the System President; the System Vice President for Finance; the System Director of Business Services, the System Director of Purchasing; purchasing agents; certain other designees; and college presidents in certain situations.  The authority to sign a purchase order does NOT give the individual the authority to sign a contract. No member of the faculty or staff may sign a contract without specific written authorization from the president to do so. State law provides that persons entering into contracts without complying with all applicable state laws and regulations become personally liable for any amounts due under those contracts.

Auditor’s Overview: The purpose of reviewing this area is to promote awareness of the issue of restrictions on signing contracts on behalf of KCTCS.  A contract signed by an unauthorized person, while possibly binding on KCTCS, may also create a legal and/or financial obligation for that person.  In addition, KCTCS may suffer legal entanglements or damaged public relations.

Best Practices:

1. Maintain any written authorization from the president to contract that you may have on file in your location.

2. Ensure that all faculty and staff are made aware of the restrictions regarding contracting on behalf of KCTCS.

3. Reinforce this message through periodic discussion of the topic at faculty and staff meetings.
4. Seek advice from KCTCS System departments any time you are uncertain about a potential contracting situation.

Process

Communication

It is a good practice to communicate this issue periodically during faculty and staff meetings. If this is not practical, the issue could be communicated via e-mail, hard copy memo, or postings on bulletin boards — whatever means work most efficiently for your mode of operation. If you have any doubt about your authority to make a contractual commitment, contact KCTCS Purchasing, KCTCS Business Services or KCTCS Office of Legal Services.  These departments are meant to be a resource for advice when dealing with contractual situations.

Related Issues

The term “contract” may include a letter, document, memo of understanding, e-mail, or other communication that gives the impression to a third party that the college is obligating itself in any manner. This activity may or may not involve compensation. It may also include employees bypassing Institute purchasing functions in ordering supplies or equipment for their unit.
GIFTS

Description of Risk: The risk is that accepting gifts could give the appearance of improper preference or treatment in the conduct of normal business activities. If any laws are broken, the individuals involved could be criminally liable, and this occurrence could bring significant adverse publicity for the Institute.

Criteria:  An employee of the Kentucky Community and Technical College System, or any other person on his/her behalf, is prohibited from knowingly accepting—directly or indirectly—a gift totaling $25 or more in a single calendar year from any vendor or lobbyist as defined by KRS Chapter 11A.

Auditor’s Overview: The purpose of reviewing this area is to promote awareness of the issue of restrictions on accepting personal gifts. A personal gift accepted by a KCTCS employee may create the appearance of improper favoritism toward the gifting party.  In addition, KCTCS may suffer legal repercussions and/or damaged public relations.

Best Practices:

1. Ensure that all faculty and staff are made aware of the restrictions regarding accepting personal gifts from potential vendors to the Institute, as sited in the governor’s memo and the Board of Regents policy.
2. Reinforce this message through periodic discussion of the topic at faculty and staff meetings.

Process

Communication

It is a good practice to communicate this issue periodically during faculty and staff meetings. If this is not practical, the issue could be communicated via e-mail, hard copy memo, posted to the Web page, or posted on physical bulletin boards—whatever means work most efficiently for each college.  If you face any situation in which you are uncertain of the nature of events or how to proceed, contact KCTCS Business Services or KCTCS Office of Legal Services.

Related Issues

The College Development Office handles the receiving of gifts to the college. These employees are trained and experienced in appropriate policies and procedures concerning the transfer of assets to KCTCS.  Gifts to individual college employees from vendors, potential vendors, or others who may benefit from a decision by the gift recipient may create the appearance of impropriety and should be handled with care. 

Open Records Act

Description of Risk: A violation of the Kentucky Open Records Act requirements could result in fines and penalties for KCTCS and the record custodian, including criminal liability, as well as adverse publicity for the college.

Criteria:  The Kentucky Open Records Act, codified at KRS 61.870 – 61.884, defines public records and describes which records are open for inspection by the public and which are not.  Each agency is required to develop rules on access to and inspection of open records. 
· Open records requests may be oral or in writing with the stipulation that KCTCS may require the request to be in writing.
· A custodian must produce all requested public records within three days immediately following the request, unless an exemption applies.  A custodian who does not supply requested records has the burden of establishing that they were not subject to disclosure under the Act.
· If the custodian fails to meet the burden of proof that requested records were not subject to ORA, KCTCS may be held liable for attorney’s fees and costs and up to $25 for each day that the requestor was denied the right to inspect the public record. 
· Employees receiving ORA requests are instructed to contact their supervisor and the KCTCS Office of Legal Services without delay for assistance in responding appropriately. 

Auditor’s Overview: The purpose of reviewing this area is to promote awareness on the issue of the importance of compliance with the Open Records Act. Proper and timely responses to ORA requests ensure legal compliance and responsible stewardship of public information.

Best Practices:

1. Ensure that the college has an explicit plan for responding to ORA requests.

2. Ensure that all faculty and staff are informed and periodically reminded of the rules and regulations regarding timely and accurate responses to ORA requests.

Process

Communication

It is a good practice to communicate this issue at any orientation your college may have, and periodically during faculty and staff meetings. If this is not practical, the issue could be communicated via e-mail, hard copy memo, included in the Faculty/Staff Handbook, posted on the Web page or on physical bulletin boards—whatever means work most efficiently for your mode of operation.  ORA Response:
· Notify your immediate supervisor that you have received an ORA request.

· Notify the KCTCS Office of Legal Services that you have received an ORA request.

· Begin collecting the materials that have been requested.

· Proceed as directed by the KCTCS Office of Legal Services. 
Areas of Health and Safety Risk

Workplace Safety

Description of Risk: Occupational injury, illness, or death, as well as significant property damage, can result from improper training or failure of KCTCS to provide a safe work environment.  Furthermore, KCTCS could be subject to fines from regulatory enforcement action and negative publicity that could adversely affect student recruitment and enrollment.

Criteria: It is the policy of the KCTCS to provide a safe and healthy environment for its students, faculty, staff and visitors. The KCTCS Office of Facilities Management, Capital Project Design Division, Health and Safety Section is responsible for the development, oversight, and management of environmental health and safety programs that protect the environment, provide safe and healthy conditions for work and study, and comply with applicable laws and regulations.  See KCTCS Administrative Policy 3.3.6, KCTCS Environmental Health and Safety Policy, at http://www.kctcs.edu/employee/policies/volume11/vol113-3-6.pdf  and KCTCS Business Procedure 2.10, Environmental Health and Safety Program, http://www.kctcs.edu/businessservices/BusProcedures.htm 
Auditor’s Overview: The purpose of reviewing this area is to promote awareness on the importance of safety in the workplace and compliance with the Institute’s safety program policy and workers compensation responsibilities.

Best Practices:

1. Each college and each campus shall have an Emergency Response and Crisis Management Team in place which shall include at a minimum, the College President, the Chief Business Officer, the Chief Student affairs Officer, a representative of Human Resources, the Safety Officer, and the Public Information Officer.

2. Designate an individual within the college district with the responsibility for ensuring compliance with college and KCTCS policies regarding workplace safety.
3. Each college campus should have one person responsible for maintaining safety records, equipment, and programs for the campus.

4. Develop a written safety manual that meets the requirements of the Commonwealth of Kentucky Standards of Safety and the Standards of the Southern Association of Colleges and Schools.
5. Promote awareness of workplace safety issues to all faculty, staff, and students and provide safety orientation for new employees.
6. Require all new employees during their orientation to acknowledge the employee’s understanding of the following policies and procedures:

a. KCTCS Human Resources Policy Manual/Handbook

b. Workers Compensation Guide

c. Harassment-Free Workplace Brochure

d. Drug-Free Workplace Policy

e. Violence in the Workplace Policy

f. Emergency Response and Crisis Management Policy

g. Crisis Management Plan

7. Develop an explicit plan for building evacuation of faculty, staff, and students.
8. Ensure all maintenance emergencies are reported to the appropriate department head.
9. Ensure all emergencies requiring fire, police, or ambulance service are reported to appropriate college official.
10. Ensure that all employee injuries are reported to Human Resources within twenty-four hours.
11.  Ensure that all student injuries are reported to the appropriate college official.

Responsibility and Delegation

The first basic step is for at least one person, usually a supervisor or manager, to be designated as the college safety officer.  This person is responsible for preparing internal policies and procedures that satisfy all criteria required by federal and state regulatory agencies as well as KCTCS.   This person should assist with developing a safety awareness program to ensure appropriate college personnel (e.g., faculty, staff, and student workers) are adequately informed of safety issues relative to the college’s unique environment. A written safety awareness program should be developed and updated as necessary to maintain currency and to ensure consistency in the communication of information provided to employees on safety issues relative to the unit’s unique environment.  It is imperative that the units understand they have the operational expertise and must consider what can go wrong to ensure the safety program is successful.
CHEMICAL AND HAZARDOUS WASTE SAFETY

Description of Risk: Injury, illness, or death, as well as significant property damage, can result from improper training or failure of KCTCS to provide chemical, biological, and hazardous waste safety training. Furthermore, the Institute could be subject to fines from regulatory enforcement action and negative publicity that could adversely affect research activity and student recruitment and enrollment.

Criteria: The Employee Right to Know Act of 1983 defines handling procedures for working with and handling hazardous and toxic chemicals. Each employee should review and acknowledge their understanding of the college’s Emergency Response and Crisis Management Policy and the Crisis Management Plan.  The following list of required OSHA training courses set forth additional guidelines:  Hazardous Communication, Asbestos, Permit Required Confined Spaces, Lockout/Tagout, OSHA 300 Record Keeping, Evacuation Plans, Blood Borne Pathogens, Fire Extinguishers, Forklift, and Record Retention. Hazardous waste should be managed and disposed of appropriately in accordance with federal Hazardous Waste Management regulations (40 CFR 260-272).
Auditor’s Overview: The purpose of reviewing this area is to promote awareness on the importance of chemical, biological, and hazardous waste safety and compliance with KCTCS policies and the Employee Right to Know Act.

Best Practices:

1. Identify training needs annually and maintain training records.

2. Inform and train individuals on the specific chemicals used as part of their work responsibilities for safe handling.

3. Develop internal policies and procedures relative to chemical safety and the handling, storing, and disposing of hazardous waste generated by your college.
4. Conduct and document chemical inventories.
5. Designate an individual within the college with the responsibility for ensuring compliance with college and KCTCS policies regarding chemical safety.
Communicate Expectations

Safety doesn’t just happen; we must all work together to improve safety conditions. Management must communicate expectations on how the operation must function to ensure the safety of human resources. To this end, the college should ensure that internal policies and procedures and training include the handling, storage, and disposal of chemical and hazardous waste. 

Reporting Responsibilities
Inventories of chemicals should be conducted and documented biannually. Principal investigators are responsible for ensuring these requirements are satisfied for their laboratories and communicated to the chemical safety coordinator via the electronic template.
areas of risk dealing with students

student confidentiality

Description of Risk:  If private student data is disseminated inappropriately, it could negatively impact the student and possibly subject KCTCS to legal liability, negative publicity, and the loss of federal funding.
Criteria:  Much of student academic data is covered by the Family Education Rights and Privacy Act of 1974 (FERPA), which protects student rights with regard to educational records maintained by KCTCS.  Students have a right of access to their educational records; they have a right to challenge inaccurate information or information that might violate privacy; and a right to be notified of their privacy rights.

Only certain KCTCS employees may have access to personally identifiable student information without student consent.  These employees sign a statement that all student data obtained through the warehouse is to be considered confidential and that no personally identifiable information should be released without the written consent of the individual student.  Further, the statement warns that failure to comply with FERPA guidelines will result in the loss of access privileges to the employee and possible loss of federal funds to KCTCS.
Auditor’s Overview:  The purpose of reviewing this area is to ensure that the colleges have in place a system to protect the privacy of student information.

Best Practices:

1. The President and/or Senior Management should communicate the importance of protecting personal student information and ensure that everyone understands this importance.  This should be done periodically in faculty/staff meetings to refresh the understanding of student information privacy.
2. Secure personal student information maintained by each college.  If hard copy, the information should be stored in a facility secured by a lock.  If electronic copy, access to the information should be restricted to those employees who have a legitimate business purpose.  Periodic reviews of stored information should be conducted, purging information that is no longer required.
3. Develop and document internal policies and procedures regarding access to and release of personal student information.
4. Appropriate personnel should familiarize themselves with FERPA requirements.
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